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• The bit length L i of each R i is:
• Statistical properties of {c 0 t } were well-studied by Lu-Vaudenay'04 based on previous work of Hermelin-Nyberg'99, Ekdahl-Johansson'00, Golić et al.'02.
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The two largest biases up to 26 consecutive bit {c 0 t } are:
where λ = 25 256 .
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• Review on Bluetooth Two-level E0
• One Resynchronization Flaw 
Effect of Permutation G 3
The first 24 output bits of LFSRs at Level Two are: where S t = R t ⊕ α t denotes output of E0 Level One.
Correlation of Bluetooth Two-level E0
• β t 's = {c 0 t } produced by E0 level Two.
THEOREM. Assuming independence of α t 's and β t 's, within one frame, we have
for t ∈ {1, . . . , 4} ∪ {9, . . . , 12} ∪ {17, . . . , 20}.
Content
• One Resynchronization Flaw
• First Attacks
• Extended Key-recovery Attack (z t+j ⊕ U t+j ) = 1 holds for t ∈ {1, . . . , 4} ∪ {9, . . . , 12} ∪ {17, . . . , 20} most of the time. , such that δ 1 = 0 and δ i = δ j for all i = j, find the L-bit sequence r 1 that maximizes
where r i t = r 1 t ⊕ δ i t for i = 1, . . . , m and t = 1, . . . , L. 
Partial Key-recovery Attack: Main Algorithm Let f : {0, 1} → R to be determined later.
fix t for all 12-bit K do initialize counters to zero µ 0 , µ 1 for each frame i do for all 4-bit FSM state σ at time t − 3 do 
